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Some coordinates 

• Starting date of the project: September 1, 2011, 
 

• Kick-off meeting in Geneva, November 23-25, 2011, 
 

• First-year meeting in Barcelona, June 13-15, 2012, organized together 
with the EU STREP Project Quantum Computer Science (QCS), 

 
• Second-year meeting in Paris, May 14-17, 2013, joint meeting with QCS 

and EU STREP Project Quantum Algorithms (QALGO), 
 

• Next meeting in Bruxelles, May 13-16, 2014, joint with QALGO. 



Quantum Information Theory 

Quantum Information Theory studies how to manipulate and transmit 
information encoded on quantum particles. 
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Quantum Information Theory studies how to manipulate and transmit 
information encoded on quantum particles. 

Quantum Mechanics: 
set of laws describing 

the Physics of the 
microscopic world. 

Information Theory: 
set of laws describing 
how information can 

be manipulated. 



What happens when we encode information in the quantum world? 

Quantum Information Theory 



Novel information applications become possible when 
using information encoded on quantum states, e.g. more 

powerful computers and secure communication. 

What happens when we encode information in the quantum world? 

Quantum Information Theory 



Computational security 
vs 

physical security 
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Computational security 
It is easy to generate the factors and then compute the product. 

What about the other direction?  

One-way functions: easy in one direction, hard in the opposite. 

Many cryptographic schemes, such as RSA, are based on the factorization problem. 

Alice Bob 

Eve 

Multiply Multiply 

Factorize 

If factorization is easy, the enemy can break the protocol! 

Is factorization really a hard problem?! 



Quantum Computation 
Quantum computer:  

device able to manipulate information encoded on quantum particles. These devices 
allow one to solve computational problems in a much more efficient way than a 

classical computer 



Quantum Computation 
Quantum computer:  

device able to manipulate information encoded on quantum particles. These devices 
allow one to solve computational problems in a much more efficient way than a 

classical computer 

Shor’s algorithm (1994): factorization problem 

6 = 3 x 2  Easy! 

30790518401361202507 = 4575351673 x 6729650659  P. W. Shor 



Quantum Computation 
Quantum computer:  

device able to manipulate information encoded on quantum particles. These devices 
allow one to solve computational problems in a much more efficient way than a 

classical computer 

Shor’s algorithm (1994): factorization problem 

6 = 3 x 2  Easy! 

30790518401361202507 = 4575351673 x 6729650659  

A quantum computer allows for the efficient factorization of large numbers. 

Which problems are easy for a quantum computer? 

P. W. Shor 
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Heisenberg Uncertainty Principle 

Quantum Theory only predicts the probabilities of outcomes. 

The measurement process modifies the state of the particle! 

Heisenberg uncertainty principle:  

the measurement process perturbs the state of a quantum system. 

Quantum 
Particle 

Measurement 
50% 

50% 



Quantum Cryptography 

Heisenberg uncertainty principle                    Secure cryptography! 



Quantum Cryptography 

Alice Bob 

Eve 

Quantum bits 

The eavesdropper, Eve, when 
measuring the particles, introduces 
noise, errors, in the channel and is 
detected by the honest parties. 

C. H. Bennett G. Brassard A. Ekert 

Heisenberg uncertainty principle                    Secure cryptography! 



• Standard Classical 
Cryptography schemes are 
based on computational 
security. 

• Assumption: eavesdropper 
computational power is 
limited. 

• Even with this assumption, 
the security is unproven. 
E.g.: factoring is believed to 
be a hard problem. 

• Quantum computers sheds 
doubts on the long-term 
applicability of these 
schemes, e.g. Shor’s 
algorithm for efficient 
factorization. 
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Quantum 
Cryptography: a new 

form of security • Standard Classical 
Cryptography schemes are 
based on computational 
security. 

• Assumption: eavesdropper 
computational power is 
limited. 

• Even with this assumption, 
the security is unproven. 
E.g.: factoring is believed to 
be a hard problem. 

• Quantum computers sheds 
doubts on the long-term 
applicability of these 
schemes, e.g. Shor’s 
algorithm for efficient 
factorization. 

• Quantum Cryptography protocols 
are based on physical security, 

• Assumption: Quantum Mechanics 
offers a correct physical 

description of the devices, 

• No assumption is required on the 
eavesdropper’s power, provided 

it does not contradict any 
quantum law, 

• Using this (these) assumption(s), 
the security of the schemes can 

be proven. 
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Quantum Cryptography: you can buy it! 

• Quantum cryptography is a commercial product. 

 

 

 

 

• In 2007, it was used to secure part of the votecounting in a referendum in 
the canton of Geneva. 

• The Quantum Stadium: in 2010, in collaboration with 
the University of Kwazulu-Natal, South Africa, it was 
used to encrypt a connection in the Durban stadium 
during the World Cup. 
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How come?! 
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Quantum hacking 

Single-photon source 

Single-photon detector 

Quantum channel 

Quantum hacking attacks break the implementation, not the principle. 

Attenuated laser source 

Realistic APD detector 



The problem 

How can one asses the level of security provided 
by real-life implementations of quantum key 

distribution, or more generally, quantum 
information protocols, which will inevitably differ 

in inconspicuous ways from the idealized, 
theoretical description? 



Device-Independent Quantum 
Information Processing (DIQIP) 

Device-Independent Quantum Information Processing represents a new 
paradigm for quantum information processing: the goal is to design 
protocols to solve relevant information tasks without relying on any 

assumption on the internal working of the devices used in the protocol.  



Scenario 

Alice Bob 
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Distant parties performing m different measurements of r outcomes. 



Scenario 

Alice Bob 

y=1,…,m 

a=1,…,r b=1,…,r 
),,( yxbap

x=1,…,m 

Distant parties performing m different measurements of r outcomes. 

Goal:  to perform an information task, e.g. to distribute a secret key, only from 
the observed correlations between devices, 𝑝 𝑎, 𝑏 𝑥, 𝑦 . 

Standard Quantum Information applications are not device-independent: they 
crucially rely on the details of states and measurements used in the protocol. 



Device-Independent QKD 

Standard QKD protocols based their security on: 

1. Quantum Mechanics: any eavesdropper, however 
powerful, must obey the laws of quantum physics. 

2. No information leakage: no unwanted classical information 
must leak out of Alice's and Bob's laboratories. 

3. Trusted Randomness: Alice and Bob have access to local 
random number generators. 

4. Knowledge of the devices: Alice and Bob require some 
control (model) of the devices.  
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Standard QKD protocols based their security on: 

1. Quantum Mechanics: any eavesdropper, however 
powerful, must obey the laws of quantum physics. 

2. No information leakage: no unwanted classical information 
must leak out of Alice's and Bob's laboratories. 

3. Trusted Randomness: Alice and Bob have access to local 
random number generators. 

4. Knowledge of the devices: Alice and Bob require some 
control (model) of the devices.  

There are protocols for secure QKD based on p(a,b|x,y)                         
without requiring any assumption on the devices. 

),,( yxbap



The project 

Device-Independent Quantum Information Processing represents a new 
paradigm for quantum information processing: the goal is to design protocols 
to solve relevant information tasks without relying on any assumption on the 
devices used in the protocol. For instance, protocols for device-independent 
key distribution aim at establishing a secret key between two honest users 
whose security is independent of the devices used in the distribution. 
Contrary to standard quantum information protocols, which are based on 
entanglement, the main resource for device-independent quantum 
information processing is quantum non-locality. Apart from the conceptual 
interest, device-independent protocols offer important advantages from an 
implementation point of view: being device-independent, the realizations of 
these protocols, though technologically challenging, are more robust against 
device imperfections. Current and near-future technology offer promising 
perspectives for the implementation of device-independent protocols.  

 



The project structure 

• Study of non-local quantum correlations: The goal is to study quantum 
correlations in general, with an emphasis on non-local correlations. We will 
consider different approaches to tackle this question. In particular, we will study 
non-local quantum correlations from an information perspective, identifying 
information-based principles that are able to characterize this set of correlations.  

• Device-independent quantum information processing: Here, the goal is to exploit 
non-local correlations for information processing. We will mostly work in the 
device-independent scenario, where the presence of non-local correlations is a 
necessary ingredient. We want to improve the analysis of the existing device-
independent applications and derive protocols for new tasks. 

• Towards experimental implementations of device-independent protocols: Finally, 
we plan to consider how all these ideas could be experimentally tested and how 
device-independent protocols can be adapted to present and near-future 
technology. This is a theory project and, as such, no experiments are planned. 
However, we expect to have close interaction with experimental groups and 
potentially collaborate with them in the demonstration of these concepts. 

 



Who we are 

Oxford 



What we plan to do 

Study of non-local quantum correlations 



What we did 

Characterization of multipartite non-locality 

F. Hirsch et al., Phys. Rev. Lett. 111, 160402 (2013) 

local filtering 

 no LHVM 

PM LHVM 

POVM LHVM 

First example of genuine hidden nonlocality: 

• hidden – filtering (sequence of measurements) is  
       required to reveal nonlocality of a state, 
 
• genuine – original state has a model for arbitrary  
     general measurements (called POVMs) 
 
    (previous constructions showed this effect for states with models  only  
    for a restricted class of measurements,  projective measurements – PMs) 

 



What we did 

Complexity aspects of non-local games 

C. Branciard et al., New J. Phys. 15, 053025 (2013)  

                                 No-go result: 
In the quantum input (QI) framework it is impossible to simulate  any  entangled state 
using  shared randomness (SR) and even unrestricted classical communication (CC). 

This establishes a new feature of entanglement. 



What we did 
Information principles and quantum correlations 

T. J. Barnea et al., Phys. Rev. A 88 022123 (2013) 

Closing the gap: 
First example of a tripartite quantum state violating  
the hidden-influence constraints. 

 Ans: No, ν – causal models for quantum correlations  
  lead to signalling 
In other words,  influences aiming at explaining  
quantum nonlocality cannot remain hidden and can be 
exploited to superluminal  signalling. 
Previously known results:  

• bipartite – experimental 
             (lower bounds on the speed),  
• triparite - ?? 
• four partite -  theoretical. 

Q: Could we explain correlations within the framework of 
hidden influences? 



What we plan to do 

Device-independent quantum information processing 



What we did 
Trade-off between non-locality and randomness 

Augusiak et al., arXiv: 1307.6390 

• physical principles impose bounds on the way  
      correlations can be distributed among parties  
                                      -> monogamies, 
• usual monogamy relations (a) involve a single feature of 
     a state (entanglement, nonlocality), 
 
• novel monogamy relations (b) thigtly relate the amount of 
     nonlocality  to the classical correlations an external party  
     can share with outcomes of any measurement performed  
     by the parties, 

(a) 

(b) 

• they give us bounds  on the guessing probability better than  
      the ones previously known. 



What we did 
Improved DIQKD protocol  

O. Nieto-Silleras et al., arXiv: 1309.3930 (2013)  

• systematically taking into account the complete 
statistics one can obtain the device independent 
guessing probability (DIGP), 
 

• for any set of nonlocal correlations there exists an 
optimal Bell inequality for certifying maximal 
amount accesible randomness. 

 

The set of data obtained in a Bell experiment is much richer than the mere value of the 
violation of  some Bell inequality. 

Q: is this additional data useful?    YES! 



What we did 
Better security proofs for DIQKD 

C. C. W. Lim et al., Phys. Rev. X 3, 031006 (2013).  

Novel approach to DIQKD: 
 
 Bell test is performed locally on two causally  independent devices in Alice´s laboratory 

the detection loophole is avoided 

Security proof uses a relation between 
the local CHSH test and a variant of the 
entropic unertainty relation for smooth 
entropies. 



What we plan to do 

Towards experimental implementations of device-independent protocols 



What we did 
Bell tests more robust against noise or detection efficiencies 

R. Chaves et al., arXiv:1311.4678 

CHSH 

𝑂𝑖  

CHSH method for multipartite states subject to 
       local  noise: 
 
• efficiently calculable bounds for the tolerable 

noise  threshold or the nonlocal content, 
• in many cases significantly tighter estimates than 

 from any other known method, e.g.: 
 

• N-qubit GHZ states under local dephasing are 
nonlocal througout the whole dephasing 
dynamics, 

• for N-qubit graph states, size independent 
and exponentially tighter (as N increases) 

estimate of the nonlocal content.  



What we did 
Detection and simulation of quantumness in many-body systems 

J. Tura et al., arXiv: 1306.6860, under consideration in Science. 

 
High-order correlation functions are not easily 
accessible in experiments… 
Q: Can we circumvent this obstacle and use 
only two body correlators to detect 
nonlocality in many-body systems?  YES! 
• explicit construction of Bell inequalities 

from one- and two-body correlation 
functions for an arbitrary number of 
parties, 

• the obtained inequalities are violated by 
some of the Dicke states, which arise 
naturally in many-body physics (as the 
ground states of the two-body Lipkin-
Meshkov-Glick Hamiltonian). 



What we did 
Feasibility studies for DI protocols 

B. G. Christensen et al., Phys. Rev. Lett. 111, 130406 (2013) 

First genuinely detection-loophole-free Bell experiment with photons has been carried out. 

The results open promising perspectives for device independent quantum 
information processing. In particular, for device independent randomness expansion 
(DIRE): 
• previously reported rate of generation of private random bits – 1.5× 10−5 bits/s, 
• with the new method: 0.4 bits/s! 



Some numbers… 

Second year of the project: 

 

• 45 publications (23 already published and 22 submitted) + 
2 conference proceedings : 1 Nature Physics, 3 Nature 
Communications, and 5 Physical Review Letters, 

 

• 13 articles were multi-partner (of two and sometimes 
even three partners in the consortium), which shows the 

strong collaboration among the different partners. 



Conclusions 
• Device-independent quantum information processing is a new 

paradigm for quantum information processing whose main 
goal is to design information protocols that do not require any 
modelling of the devices, 

• Quantum non-locality is the resource in the framework, 

• DIQIP project aims at understanding and characterizing the 
possibilities and limitations of the new scenario, 

• The main objectives of the project are: (i) the characterization 
of non-local quantum correlations, (ii) the use of these 
correlations for information protocols, and (iii) the study of 
the feasibility of these protocols, 

• Several significant results along these main goals have already 
been obtained during the first two years. More to come! 




