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FIREMAN approach
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Fig. 1: Illustration of the three layers of CPSs and their physical deployment.

TABLE I: Guiding questions to study and/or design CPSs

THEORY, METHODOLOGY

AND APPLICATIONS 0# | Topic Related Question
Q0 | Applications What are the applications to be implemented and their relation to the CPS function?
Qi Sensors What kinds of sensors will be used? How many of each can be used? Where can they be located?
02 Samples Which type of sampling (data acquisition) method will be used? How data are coded?

@3 | Communication | Which type of communication system (access, edge and core technologies) will be used?

Q4 Data storage Where are the data from sensors stored and processed (locally, in the edge and/or in the cloud)?
Q5 | Data fusion Will the data be clustered. aggregated. structured, or suppressed? How"
06 Decisions How will the (informative) data be used to make decisions?
e
IEEE PRESS Q7 | Actions Are there actuators and/or human interfaces? If yes, how many and where?




-

- ]—~ RECONSTRUCTION

CComa N\
Q':mlt :icTuL:Tinn)'—

MANAGEMENT
CENTER

samples
imputated value

A

PHYSICAL Protocol
SYSTEM — yes—e ew sample
l%emm‘% ~;a1111p|u_|:
R : received? - :
y no —e 1mMputation
ACQUISITION Ed
% p CVent-criven J
sample COMMUNICATION
8 SYSTEM




@- @@@@o@@@ @o@@@:

_ _.AN.A v....f..rR_
_

Fig. 2: Process flow diagram of the TEP. Adapted from [6].



0# | Topic Related Question

Q0 | Application Detect faults.

Q1 Sensors There are fifty-two measuring devices.

02 Samples Periodic sampling with different granularities (3. 6, and 15 min); all variables are in sync (3 min).
Q3 | Communication | Assumed perfect without explicit definition. Open for design.

Q4 Data storage Assumed that the data of the sensors are recorded and available to be processed. Open for design.
05 Data fusion (1) Principal component analysis (PCA), (ii) dynamic PCA, or (iii) canonical variate analysis (CVA).
06 Decisions Q) or T? statistical tests; details in [1].

Q7 | Actions Not defined; we may assume that the process stops whenever a fault is detected.




ICTs

* How to communicate?
e Wireless sensors

o (p)

* Where to compute? __ Edge
* Edge computing server

Cellular
base station

Sensors

Local network - Edge network
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Fault detection
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(b) Filtered signal: Threshold rule (p = 50%).
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(c) Filtered signal: Delta rule (p = 50%).
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Modified

statistics to
better detect

=1

20

20

300 30

Delta-based Time-based
2500 (p = 0.80) 250+
200F 200}
150+ S 150
100} 100+
50 L -1

200 oo 600 a00 860 U 200 a0 600 EL) 80
Sample Sample

(a) Fault 5.
Yon

200
Delta-based Time-based

51 (p = 0.60) 1757
150+ 150}
125} 125}
| T 100

75t JJ&\‘ 75t

50 } i

¥ L et E oal | 1A [0 a1 4 I FITEERE S
25W 25

o 200 aog 600 a00 G60 05 F17] T
Sample Sample

(b) Fault 10.

Delta-based Time-based
1000 (p = 0.30)

120

a 200 ann 600 800 360
Sample Sample

(c) Fault 16.
[

Delta-based Time-based
5000 (p = 0.70)

400+
3004
200F

100}
e r s |
oy 200 400 ] 800 B60
Sample

(d) Fault 20.



[ Collector ] ¥
5 . .
Feature engineering

{/" Stora E‘\ MNormalization/ Data imputation [feature selection,
/— r—:\, g Standardization (Imputer) dimensionality
Measurement| | Systems y reduction]

live charts/ health
Event alarms | | monitoring - - f
S A iy 4

Streams

l/_..-r"'_'_'_""-g\" -
(Kafka streams + i ) g . . .
|| Dashboard Zookeeper) Quitlier detection Ezlztﬁciit Classification Evaluation
Timeseries ([ ) J

AFI L

@ﬂ?ﬁ% ‘—_"/Imeasuiﬂm&”ts predictions / i I

models ] Data Merge wi
- ge with Hyper
‘q L) v generation Bﬁg :assaanr:'lpl :?ﬂg' previous parameter
(Generator) piing outliers tuning

”rfqma builders -\'
Batch Stream-based CARMA
classifier classifier classifier

[ Imputer ] Generatnr]

N2 S




Generality of FIREMAN

* *Fault selection in power grids

* *Anomaly detection in power electronic based grid
 Anomaly detection in mechanical models

* Intrusion detection systems

e *SEAT manufactory process (installed, not faults yet)

* Ongoing:
e *Microgrid operation (protection and cyber-security)
e *Smart campus in University of Oulu
* Diesel engine



All information is open...

* https://fireman-project.eu/ >> let’s check

e ... and we are open for new collaboration.
* Open workshops, also events with SOON

* Still one more year to go, and we are searching ways to follow up...
* EIC Transition in Sept. 2022 (discussions started)

e Contact: Pedro.Nardelli@|ut.fi
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