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The	Context



Key	Challenges

vSecurity policy formulation and enforcement in a 
volatile, multi-stakeholder environment

vCPS security and human factors

vReal-world constraints of shared CPS infrastructures 
under attack
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Key	Results	to	date

A"ack analysis
How and why security vulnerabili7es are introduced into cyberv -
physical systems such as industrial control systems
Analysis of a"ack scenarios and their implementa7on for v
studying system and operator behaviours under a"ack

A"ack detec7on
Specialisedv vulnerability scanners and intrusion detec7on 
systems for cyber-physical infrastructures

Dynamic policy models
Model for dynamic change in an ICS configura7onv



Key	Results	to	date

Platforms to support dynamic policies
v A CPS Operating System that supports secure loading of third-

party application micro-services, strong application isolation, 
confidentiality of application data and contractually limited 
access to device resources.

Testbeds for real-world experimentation
v Experimental set up and implementation of attacks in ICS 

testbed at Lancaster
v Design of an additional IoT infrastructure testbed at KUL



Testbeds

Key	Results	to	date

SimaticScan

SENAMI

CerberOS

Ethnographic 
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Socio-technical	analysis	of	CPS	under	attack

Detailed literature review (234 scien4fic ar4cles) to iden4fy v
open research issues:

The need to understand how people respond to cyber a3acks, including ü
in real-9me;
Suscep9bility and explaining responses to cyber a3acks;ü

The impact of cyber a3acks on individuals even if they are not aware of ü
the a3ack, e.g., workload and task performance.

Two studies conducted (results currently being v analysed):
operators’ responses to cyber a3acks when working with an industrial ü
control system 
users’ percep9ons and understanding of ü IoT security in the home and its 
a3ack surface



Ethnographic	study	
of	security	vulnerabilities	in	an	ICS



Sima%cScan
A	Specialised Vulnerability	Scanner	for	ICS



SENAMI:	Selective,	Non-invasive,	Active	
Monitoring	for	Intrusion	Detection



Model	for	dynamic change	
in	an	ICS	security	con7iguration



CerberOS: A	Lightweight	Operating	System	for	
IoT devices



MicroPnP, an	integrated	hardware, software	
and	networking	solution



LASARUS:	Lightweight	Attack	Surface	
Reduction	for	Legacy	ICS

the same time base. It is feasible to follow this approach in an ICS context
as components require tight time synchronisation to facilitate real-time control
operations. An attacker can disrupt time synchronisation; however, this will gen-
erally lead to system faults which are immediately obvious. Also, manipulating
time synchronisation will lead to de-synchronisation of obfuscation keys which
will lead to parts of the ICS not being able to access data which is also immedi-
ately detectable. The timestamp for session d is calculated as T

s

· (d � 1). The
session key K

d

for session d is calculated as: K
d
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Fig. 2: Obfuscating the logged values using the session key to prevent MitM attacks.

The obfuscation pattern changes in every session, though the real physical
values may remain the same. A Man-In-The-Middle who does not know the
shared key and time reference will not be able to generate useful values for an
attack.

Assume that for session d, the physical values are Vd1, Vd2, Vd3, ..., Vdn. The
PLC will store the obfuscated representation of these values, V 0
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When the control side receives data from session d, it will use the session key
K

d

to obtain the original values:
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These original values may be used to detect if any anomaly is present in
the physical system. For an attacker, it will be challenging to predict which
obfuscated values to inject such that an anomaly detection system (even a very
simple one) does not trigger an alarm.

5 Evaluation

We evaluate the e↵ectiveness of LASARUS on three types of attacks: (i)
injecting random values; (ii) replaying eavesdropped values; (iii) injecting esti-

Reduces passing rate of random or replay injection attacks by up to a 100 times.



Scienti'ic	Dissemination

17 interna*onal peer-reviewed papers

3 theses completed related to DYPOSIT 

2 Interna*onal workshops organized
Security and resilience of cyberv -physical infrastructures (co-located with 
Interna*onal Symposium on Engineering Secure SoHware and Systems, UK, 2016)
ACM Workshop on Cyberv -Physical Systems Security and Privacy, co-located with ACM 
Conference on Computer and Communica*ons Security, Texas 2017

8 keynotes and invited talks/seminars



Software	prototypes

CerberOS: a CPS Opera,ng System for IETF Class-1 devices

SENAMI: Selec,ve Non-Invasive Ac,ve Monitoring based Intrusion 

Detec,on System for ICS 

Sima,cScan: A Specialised Vulnerability Scanner for Industrial 

Control Systems

PolicyAlgebra tool for refining and composing firewall policies.
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