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The Context 



Key Challenges 

• Security policy formulation and enforcement in 
a volatile, multi-stakeholder environment 

 

• CPS security and human factors 

 

• Real-world constraints of shared CPS 
infrastructures under attack 
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Key Results to date 

Attack analysis 

• How and why security vulnerabilities are introduced into cyber-
physical systems such as industrial control systems 

• Analysis of attack scenarios and their implementation for 
studying system and operator behaviours under attack 

Attack detection 

• Specialised vulnerability scanners and intrusion detection 
systems for cyber-physical infrastructures 

Dynamic policy models 

• Model for dynamic change in an ICS configuration 

 



Key Results to date 

Platforms to support dynamic policies 

• A CPS Operating System that supports secure loading of third- 
party application micro-services, strong application isolation, 
confidentiality of application data and contractually limited 
access to device resources. 

 

Testbeds for real-world experimentation 

• Experimental set up and implementation of attacks in ICS 
testbed at Lancaster 

• Design of an additional IoT infrastructure testbed at KUL 

 

 



How and why security  
vulnerabilities are introduced in 
ICS? 
 



SimaticScan: A Specialised 
Vulnerability Scanner for ICS 



SENAMI: Selective, Non-invasive, Active 
Monitoring for Intrusion Detection 



Model for dynamic change  
in an ICS security 
configuration 



CerberOS: A Lightweight 
Operating System for IoT 
devices 



MicroPnP, an integrated 
hardware, software and 
networking solution 



Scientific Dissemination 

8 international peer-reviewed papers 

 

2 thesis completed related to DYPOSIT 

 

International workshop organised on security and resilience of 
cyber-physical infrastructures (with the International Symposium 
on Engineering Secure Software and Systems, London, UK, 2016) 

 

4 keynotes and invited talks/seminars 

 

 

 

 

 



Software prototypes 

CerberOS: a CPS Operating System for IETF Class-1 devices 

 

SENAMI: Selective Non-Invasive Active Monitoring based Intrusion 
Detection System for ICS  

 

SimaticScan: A Specialised Vulnerability Scanner for Industrial 
Control Systems 
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Keynotes and Invited Talks 

• A. Rashid (Keynote): The Internet of (Somewhat Secure) Things: To 
Boldly Go ...?, International Conference on Industrial Networks and 
Intelligent Systems, Leicester, UK, 2016.  

• A. Rashid (Invited seminar): Understanding Cyber Risk as Business 
Risk in Industrial Control Environments, Singapore University of 
Technology and Design, Singapore, 2015.  

• A. Rashid (Invited seminar): Understanding Cyber Risk as Business 
Risk in Industrial Control Environments, Cardiff University, UK, 2016.  

• S. Foley (Speaker), CPS Attack Scenarios, International Workshop on 
Security and Resilience in Cyber- physical Infrastructures, At ESSoS 
2016, London. 
S. Foley (Invited seminar), Secure by Comparison, Telecom Bretagne, 
Rennes June 2016.  

 



Questions 


